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Infrastructure as a service

AWS

Pay on demand




Cloud vs Hosting



Innovate with provider

Cloud vs Hosting

Thinking model
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Distributed



Signed 1 for action 1

Resource 1

Signed 2 for action 2

Resource 2

User 1

Signed 3 for action 3

Resource 3




Monolithic

Authenticate
(who is user)

Role
hierarchy

Actions

Resources

\"AS

Signed 1 for action 1

Signed 2 for action 2

User 1
Signed 3 for action 3

Resource 1

Resource 2

Resource 3

Distributed
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2 aurelijusb reviewed or View changes
) nge

/Services

public function testFormatEur()

{
$moneyFormatter = new MoneyFormatter(new NumberFormater());
/ $numberFormater = $this->createMock(NumberFormater::class);

m aurelijusb on May 26 Author  Owner

aurelijusb commented on | Author | Owner

X

Enforced and validated by humans



Cloud-native




Welcome to CloudTrail

With CloudTrail, you can view events for your AWS account. Create a trail to retain a record of these events.
With a trail, you can also create event metrics, trigger alerts, and create event workflows. You can also create a
trail for an organization by logging in with the master account for AWS Organizations. Learn more

Create trail

Recent events

These are the most recent events recorded by CloudTrail. To view all events for the last 90 days, go to Event
history.

Event time ‘ Event name

08:03:41 PM ConsoleLogin

08:13:55 PM -cli PutBucketWebsite
08:13:54 PM -cli PutBucketCors
08:13:54 PM -cli CreateBucket

08:13:45 PM -cli UpdateStack

View all events

Enforced and validated by computers



Traditional

Welcome to CloudTrail

Wit CloudTrail you can iew events for your AWS accoun. Create a i 0 etan a record of these events

‘With a trail, you can also create event metrics, trigger alerts, and create event workflows. You can also create a
m © aurelijush reviewed or trailfor an organization by logging in with the master account for AWS Organizations. Learn more

View changes
Create trail
+  public function testFormatEur()

€ Recent events
SnoneyFormatter = new MoneyForsatter(new Nusbarformater());
Snunberfornater = Sthis->createHock(NunberFornater  :class);

Services

‘These are the most recent events recorded by CloudTrail. To view al evens for the last 80 days, go to Event
tory.

R wurtivsb onMay 20 Auor [ower
Event time User name. Event name

08:03:41PM oot ConsoleLogin

0 54 PM amplify- PutBucketCors

X 08:13:54 PM amplity- CreateBucket
08:13:45 PM ampliy- - UpdateStack

View all events

Cloud-native
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Hierarchical



Graph-based



Granular
auditing

Expiration

assume
‘ role
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Upload from
frontend




Frontend

HTTP POST
Backend
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HTTP POST 10 Signed URL ‘

Backend ! / “ n

HTTP PUT

https://gist.github.com/aurelijusb/527c07e0f47b6dcbd1bdca27d265ac72
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Automation
without root




‘DeployerGroup: SR
Type: AWS::IAM: Group
" Properties:
Policies: T
- PolicyName: AiIowToDeponNewVer51on '
PolicyDocument:

Version: "2012-10-17"

Statement:

- Effect: "Allow"

Action:
"cloudformation:DescribeStacks"
"cloudformation:DescribeStackEvents"
“cloudformation:DescribeStackResources™
“cloudformation:CreateChangeSet"
"cloudformation:DescribeChangeSe!
"cloudformation:DeleteChangeSet™
“cloudformation: ExecuteChangeSet™
"cloudformation:ListChangeSets"
"cloudformation:CancelUpdateStack"
"cloudformation:ContinueUpdateRollback"
“cloudformation:DeleteChangeSet™
“cloudformation:UpdateStack"
- "cloudfornatlon L1stStackResources"
‘Resource: term
"Fn..Sub” ’"arn ${AHS Part1t1on} cloudfo
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Problems
harder
Perspective
wider




References and further reading

AWS Best practices:
https://aws.amazon.com/architecture/well-architected/
Summaries as illustrations:

https://www.awsgeek.com/

Community managed resources:
https://github.com/open-quides/og-aws#security-and-iam
Thinking about the Cloud: from application perspective:
http://shop.oreilly.com/product/0636920072768.do

Thinking about the Cloud: from infrastructure tools perspective:
http://shop.oreilly.com/product/0636920075837.do
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