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<?php

$html =
 file_get_contents(
  "http://eventspace.by"
 );

Simulate browser is very easy from PHP, because of built in functions

One line to fetch



Simple status pages

Real use case: Automate health checks. Especially from external hosting provider



To monitor the monitoring

https://twitter.com/awscloud/status/836656664635846656?lang=en


Using Slack as a storage/mailler: https://api.slack.com/incoming-webhooks 

https://api.slack.com/incoming-webhooks


<?php

$data = file_get_contents("http://eventspace.by/");
// Expected and unexpected phrases

$success = preg_match("/.+объединяющая.+/", $data)
       && !preg_match("/.+Warning.+/", $data);
// Formatting output for Slack
$emoji = $success ? ':white_check_mark:' : ':volcano:';
$status = $success ? 'OK' : 'Failed';

// Use value from Slack -> Custom Integrations -> Incoming WebHooks -> Configuration
$webHookUrl = 'https://hooks.slack.com/services/AAAAAAAAA/BBBBBBBBB/CCCCCCCCCCCCCCCCCCCCCCCC';
$json = json_encode([
   'text' => "$emoji $status",
   'username' => 'php-status-bot',
]);

// PHP streams magic to simulate POST request
$opts = ['http' => [
   'method' => 'POST',
   'header' => "Content-type: application/json",
   'content' => $json]
];

$context = stream_context_create($opts);
// Sending to Slack WebHooks

$response = file_get_contents($webHookUrl, false, $context);
// Example output: Website: OK Sent to slack: ok
echo "WebSite: $status Sent to slack: $response";

Based on similar code: https://gist.github.com/aurelijusb/50eb18b3f84eb10bfe549acc77525427#file-ping-to-slack-php 

https://gist.github.com/aurelijusb/50eb18b3f84eb10bfe549acc77525427#file-ping-to-slack-php
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https://www.chromestatus.com/feature/5678767817097216 

https://www.chromestatus.com/feature/5678767817097216
https://www.chromestatus.com/feature/5678767817097216


   
linux-shell:~$

chromium-browser --headless 
--remote-debugging-port=9222 
http://eventspace.by

CLI to enable headless



   
linux-shell:~$

chromium-browser --headless 
--remote-debugging-port=9222 
http://eventspace.by

CLI to enable headless

chromium-browser --headless --dump-dom http://eventspace.by

chromium-browser --headless --screenshot http://eventspace.by

google-chrome-beta --headless --disable-gpu --print-to-pdf http://eventspace.by
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Simulating real user

"HTTP_USER_AGENT": "Mozilla/5.0 (X11; Linux x86_64) 
AppleWebKit/537.36 (KHTML, like Gecko) Ubuntu Chromium/58.0.3029.110 
Chrome/58.0.3029.110 Safari/537.36"

"HTTP_USER_AGENT": "Mozilla/5.0 (X11; Linux x86_64) 
AppleWebKit/537.36 (KHTML, like Gecko) Ubuntu Chromium/58.0.3029.110 
HeadlessChrome/58.0.3029.110 Safari/537.36"



Simulating real user

Network.setUserAgentOverride({'userAgent': 'Mozilla/5.0 ... Chrome ...'});

"HTTP_X_DEVTOOLS_REQUEST_ID": "15158.2",
"HTTP_USER_AGENT": "Mozilla/5.0 (X11; Linux x86_64) 
AppleWebKit/537.36 (KHTML, like Gecko) Ubuntu Chromium/58.0.3029.110 
Chrome/58.0.3029.110 Safari/537.36",



From PHP - WebSockets

linux-shell:~$ curl 127.0.0.1:9222/json
[ {
….

   "webSocketDebuggerUrl": "ws://127.0.0.1:9222/devtools/…."
} ]

$conn->send(json_encode(['id' => 1, 'method' => 'Network.enable']));
$conn->send(json_encode(['id' => 2, 'method' => 'Page.navigate', 'params' 
=> ['url' => 'http://eventspace.by']]));

Full code sample: https://gist.github.com/aurelijusb/ebbd1bda53f44645df73644a92a3991a#file-chrome-headless-via-web-sockets-php 

https://gist.github.com/aurelijusb/ebbd1bda53f44645df73644a92a3991a#file-chrome-headless-via-web-sockets-php


Great potential

● Automate creation of Facebook events
● Diagram on e-mail: Many JS libraries, need PNG
● Embed Youtube audio/video: Open new tab for Dashboard
● Screencasting – Visual manipulation for AdBock
● ...
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Soruce: https://linuxmeerkat.wordpress.com/2014/10/17/running-a-gui-application-in-a-docker-container/ 

xvfb to simulate monitor
And then usual workflow:
Firefox + Selenium...

export DISPLAY=:1.0Not to forget:

https://linuxmeerkat.wordpress.com/2014/10/17/running-a-gui-application-in-a-docker-container/


Debugging browser

VNC client
Also known as Remote 
desktop viewer
E.g. Vinagre

Docker + VNC

ports:
  - 127.0.0.1:5900:5900
x11vnc -display :1



Advanced user input

xdotool mousemove 240 20 click 1

xdotool mousemove 50 20 click 1

xdotool mousemove 300 50 click 1

xdotool key --repeat=50 BackSpace

xdotool key e v e n t s p a c e period b y

xdotool key Return
Full code sample: https://gist.github.com/aurelijusb/4f4386260ffc5b7e6553a9bb88157b5e 

https://gist.github.com/aurelijusb/4f4386260ffc5b7e6553a9bb88157b5e
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Headless browsers
are redefining,

what is and what can 
frontend / backend



Automate your tasks
 

and
 

Not be victims of other bots
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Questions?



● https://www.000webhost.com 
● https://api.slack.com/incoming-webhooks
● https://api.slack.com/docs/message-formatting
● https://aws.amazon.com/message/41926/ 
● https://www.chromestatus.com/features/5678767817097216 
● https://github.com/cyrus-and/chrome-remote-interface 
● https://chromedevtools.github.io/devtools-protocol/tot/Network/#method-setUserAgentOverride 
● https://www.igvita.com/2012/04/09/driving-google-chrome-via-websocket-api/
● https://umaar.com/dev-tips/74-screencasting/  
● http://interestingengineering.com/programmer-automates-job-6-years-boss-fires-finds/
● https://medium.com/@marco.luethy/running-headless-chrome-on-aws-lambda-fa82ad33a9eb 
● https://stackoverflow.com/questions/40208051/selenium-using-python-geckodriver-executable-need

s-to-be-in-path 
● https://unix.stackexchange.com/questions/259294/use-xvfb-to-automate-x-program 
● http://cloak-and-dagger.org/ 
● https://github.com/vi/virtual_touchscreen
● http://thiemonge.org/getting-started-with-uinput
● https://medium.com/join-scout/the-rise-of-the-weaponized-ai-propaganda-machine-86dac61668b 
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