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Headless browsers

and similar technologies

To automate manual tasks



Simple way to simulate
il browser

Headless Chrome for
CHROME

JavaScript

DOCKER Edge cases for Ul testing



Simple way to simulate
il browser



One line to fetch

Shtml =

file get contents
"http://eventspace.by"

) ;




Simple status pages

https:/aurelijus.banelis.lt/pranesimai/ Took: 1.1516 | Size: 39.88
H @aurelijus http:/fauginte.com/ Took: 0.20588 | Size: O
@aurelijus https:/auginte.com/ Took: 0.42304 | Size: 0

n @aurelijus http://demo.auginte.com/ Took: 0.20237 | Size: O
E @aurelijus https:/demo.auginte.com/ Took: 0.42335 | Size: 0
https://blog.auginte.com/ Took: 1.41967 | Size: 48.55

Real use case: Automate health checks. Especially from external hosting provider



Sean Spicer
@TrumpPressRoom

( Follow )

Amazon S3 has never suffered an outage.
Period!

10:59 AM - 28 Feb 2017

To monitor the monitoring

- Amazon Web Services @ :
. !— @awscloud

The dashboard not changing color is related

to S3 issue. See the banner at the top of the
dashboard for updates.

11:17 AM - 28 Feb 2017



https://twitter.com/awscloud/status/836656664635846656?lang=en

< Browse Apps

Incoming WebHooks

Incoming Webhooks are a simple way to post messages from external sources into Slack.
They make use of normal HTTP requests with a JSON payload, which includes the

message and a few other optional details described later.

Message Attachments can also be used in Incoming Webhooks to display richly-formatted

messages that stand out from regular chat messages.

Add Configuration

Help and support >

Privacy policy >

WEthDk URL https: f/hooks.slack. com/services /AAAAAAAAA /BBBEBBEBEB /CCCCCOCCCCCCCCCCOCCOCCCC

Using Slack as a storage/mailler: https:/api.slack.com/incoming-webhooks



https://api.slack.com/incoming-webhooks

<?php

$data = file get contents("http://eventspace.by/");

Ssuccess= preg match("/.+o6wepuusmomass.+/", Sdata)
&& !preg match("/.+Warning.+/", Sdata);

// Formatting output for Slack
Semoji = $success ? ':white_check_mark:' : ':volcano:';
Sstatus = $success ? 'OK' : 'Failed';

// Use value from Slack -> Custom Integrations -> Incoming WebHooks -> Configuration
$webHookUrl = 'https://hooks.slack.com/services/AAAAAAAAA/BBBBBBBBB/CCCCCCCCCCCCCCCCCCCCCCCC' ;
$json = json_encode ([

'text' => "Semoji S$status",

'username' => 'php-status-bot’,

1)

// PHP streams magic to simulate POST request
Sopts = ['http' => [

'method' => 'POST',

'header' => "Content-type: application/json",

'content' => $json]

1

Scontext = stream context create(Sopts);

Sresponse = file get contents(SwebHookUrl, false, Scontext);

echo "WebSite: S$status Sent to slack: S$response";

Based on similar code: https://qgist.qgi


https://gist.github.com/aurelijusb/50eb18b3f84eb10bfe549acc77525427#file-ping-to-slack-php

If not
enough... cURL

Guzzle

spatie/crawler



If not
enough... cURL

Guzzle

spatie/crawler

JavaScript



File_get _contents for
il simple status page



Headless Chrome for
CHROME

JavaScript



Headless mode c B

Headless mode allows running Chromium in a headless/server environment. Expected use cases
include loading web pages, extracting metadata (e.g., the DOM) and generating bitmaps from
page contents -- using all the modern web platform features provided by Chromium and Blink. To
use headless, start Chrome with a command line flag: $ chrome —-headless --remote-debugging-
port=9222 https://chromium.org

Chromium status Consensus & standardization

Behind a flag @ 2 @ T
6 Chrome desktop 59

No public standards discussion

0 Opera desktop 46

) & opera for Android 46

Launch bug #705916

Owner(s) skyostil@chromium.org

https://www.chromestatus.com/feature/5678767817097216


https://www.chromestatus.com/feature/5678767817097216
https://www.chromestatus.com/feature/5678767817097216

CLI to enable headless

hell:~$

chromium-browser ——headless

—-—remote—-debugging-port=9222
http://eventspace.by




CLI to enable headless

linux-shell:~$

chromium-browser ——headless

—-—remote—-debugging-port=9222
http://eventspace.by

chromium-browser --headless --dump-dom http://eventspace.by

chromium-browser --headless --screenshot http://eventspace.by

google-chrome-beta --headless --disable-gpu --print-to-pdf http://eventspace.by



[ Headless remote d: % & 404 Not Found

i

~ C | ® 127.0.0.1:9222 — C | & Secure | https://chrome-devtools-frontend.appspot.com/se

Inspectable WebContents

VilniusPHP.It - Vilniaus PHP bendruomené 404 NOt Fnund

The resource could not be found.

Known issues



M Headless remote d: x & 404 Not Found x

S A © 12/.0.0.1:022 < (C | @ Secure | https://chrome-devtools-frontend.appspot.com

404 Not Found

The resource could not be found.

Inspectable WebContents

VilniusPHP.It - Vilniaus PHP bendruomené

Known issues

:~% curl 127.0.0.1:9222/js0on

£
"description”: "",
"devtoolsFrontendUrl": "/devtools/inspector.html?ws=127.0.0.1:9222/devtools/page/0e60ed91-d22b-4d69-9fd8-c816dc84818F",

[ Developer Tools - | x
G C |® 127.0.0.1

[w Elements Console Sources MNetwork Performance Memory  Application  Security  Audif

html lang="1t
«=fhead

lass="navbar navbar-material-grey-800"=.=/div

lass="main-event">..=/div

lass="content centered row"=.=/div
ss="footer btn-material-grey-800"=-.</div




[ Headless remote « & 404 Not Found x

< i © 127.0.0.1:02 < (C | @ Secure | https://chrome-devtools-frontend.appspot.com
Inspectable WebContents

VilniusPHP.It - Vilniaus PHP bendruomené 404 NOt Found

The resource could not be found.

Known issues

:~% curl 127.0.0.1:9222/js0on

£
"description”: "",
"devtoolsFrontendUrl": "/devtools/inspector.html?ws=127.0.6.1:9222/devtools/page/0e60ed91-d22b-4d69-9FdB-cB816dc84818T",

© Developer Tools - x

[ Developer Tools - | x
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"HTTP_USER_AGENT": "Mozilla/5.0 (X11; Linux x86_64)
AppleWebKit/537.36 (KHTML, like Gecko) Ubuntu Chromium/58.0.3029.110
Chrome/58.0.3029.110 Safari/537.36"

Simulating real user

"HTTP_USER_AGENT": "Mozilla/5.0 (X11; Linux x86_64)
AppleWebKit/537.36 (KHTML, like Gecko) Ubuntu Chromium/58.0.3029.110
HeadlessChrome/58.0.3029.110 Safari/537.36"




Network.setUserAgentOverride({'userAgent': ‘Mozilla/5.0 ... Chrome ..."});

N8 O¢
\@d('

Simulating real user

"HTTP_X_DEVTOOLS_REQUEST_ID": "15158.2",
"HTTP_USER_AGENT": "Mozilla/5.0 (X11; Linux x86_64)
AppleWebKit/537.36 (KHTML, like Gecko) Ubuntu Chromium/58.0.3029.110
Chrome/58.0.3029.110 Safari/537.36",




1inux-she11:~s CUrl 127.0.0.1 :9222/j$0n

[{

| "webSocketDebuggerUrl": "ws://127.0.0.1:9222/devtools/...."
1

From PHP - WebSockets

$conn->send(json_encode(['id’ => 1, 'method’ => 'Network.enable'));
$conn->send(json_encode(['id’' => 2, 'method’ => 'Page.navigate’, 'params’
=> ['url' => 'http:/leventspace.by']]));

Full code sample: https://qist.github.co


https://gist.github.com/aurelijusb/ebbd1bda53f44645df73644a92a3991a#file-chrome-headless-via-web-sockets-php

Great potential

Automate creation of Facebook events

Diagram on e-malil: Many JS libraries, need PNG

Embed Youtube audio/video: Open new tab for Dashboard
Screencasting — Visual manipulation for AdBock



Great potential, but needs
CHROME F

hacking



DOCKER Edge cases for Ul testing



> docker run -it ubuntu bash
root@b0dddbcc806:/# apt-get update

root@ob0ddd5cc806:/# apt-get install xvfb
rﬂﬂt@ﬁﬁﬂdddﬁccﬂﬂﬁ:f# Xvfb :1 -screen @ 1024x768x16 &> xvfb.log &

xvfb to simulate monitor

— L And then usual workflow:
Firefox + Selenium...

X client X client
(browser) {xterm)



https://linuxmeerkat.wordpress.com/2014/10/17/running-a-gui-application-in-a-docker-container/

VNC client

Also known as Remote

desktop viewer (49 Faventspacaly — oo um ”‘“”"Waﬁ
E.g. Vinagre T TePAcE] =
Debugging browser
ports: o6beAMHmomaﬂ
-127.0.0.1:5900:5900 UT-CO00LLIeCTBa, KOMMNaHWK U

crieynazimcTonB

D 0 c ke r I V N C ) Firefox automatically sends some data to Mozilla so that we can improve your experience




xdotool mousemove 240 20 click 1

xdotool mousemove 50 20 click 1

xdotool mousemove 300 50 click 1

Advanced user input

xdotool key --repeat=50 BackSpace

xdotool keyeventspaceperiodby

SPACE — nnowagka,
06benvHstoLLasn
JAT-c000lLLIecTBa, KOMMNaHUM 1

xdotool key Return

Full code sample: https://gist.github.com/aurelijusb/4f4386260ffc5b7e6553a9bb88157b5e



https://gist.github.com/aurelijusb/4f4386260ffc5b7e6553a9bb88157b5e

DOCKER Selenium + xvfb +

xdotool + x11vnc



Headless browsers
are redefining,
what is and what can
frontend / backend



Automate your tasks

and

Not be victims of other bots



Questions?
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