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Headless browsers

and similar technologies
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JilniusPHP 0x37
d{eadless browsers and friends

Paprastas narsyklés imitavimas vien su PHP, Headless Chrome, UI
testavimas per Docker. T.y. ne vien apie Selenium ir Phantom3S
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Headless browsers

and similar technologies

To automate manual tasks



Simple way to simulate
il browser

Headless Chrome for
CHROME

JavaScript

DOCKER Edge cases for Ul testing



Simple way to simulate
il browser



One line to fetch

Shtml =

file get contents
"http://vilniusphp.1lt"
) 7




Checking status... 2017-05-26T20:14:02+00:00
E http:/aurelijus.banelis.lt: Took: 2.63078: Size: 0

E http: //aurelijus.banelis.|t/pranesimai/: Took: 0.10146: Size: O
E https://aurelijus.banelis.lt: Took: 0.10031: Size: O

Simple status pages

d http://demo.auginte.com/: Took: 0.27119: Size: 1.74
ﬁ https:/demo.auginte.com/: Took: 0.42991: Size: 1.74

https: //blog.auginte.com/: Took: 1.00034: Size: 48.55
Finished checking... 2017-05-26T20:14:12+00:00

Real use case: Automate health checks. Especially from external hosting provider



< Browse Apps

Incoming WebHooks

Incoming Webhooks are a simple way to post messages from external sources into Slack.
They make use of normal HTTP requests with a JSON payload, which includes the

message and a few other optional details described later.

Message Attachments can also be used in Incoming Webhooks to display richly-formatted

messages that stand out from regular chat messages.

Add Configuration

Help and support >

Privacy policy >

WEthDk URL https: f/hooks.slack. com/services /AAAAAAAAA /BBBEBBEBEB /CCCCCOCCCCCCCCCCOCCOCCCC

Using Slack as a storage/mailler: https:/api.slack.com/incoming-webhooks



https://api.slack.com/incoming-webhooks

<?php

Sdata = file get contents(
"http://vilniusphp.1lt");

Ssuccess = preg match("/.+Susitinkame.+/", $data)
&& !preg match("/.+Warning.+/", $data);

Semoji = $success ? ':white_check_mark:' : ':volcano:';
Sstatus = $success ? 'OK' : 'Failed';

SwebHookUrl = 'https://hooks.slack.com/services/AAAAAAAAA/BBBBBBBBB/CCCCCCCCCCCCCCCCCCCCCCCC' ;

Sjson = json_encode(['text' => "Semoji $status", 'username' => 'php-status-bot']);
Sopts ['http' => ['method' => 'POST', 'header' => "Content-type: application/json", 'content' => $json]];

Scontext = stream_context_create(Sopts);

Sresponse = file get contents
SwebHookUrl, false, Scontext);

echo "WebSite: $status Sent to slack: S$response";

Based on similar code: https://qist.


https://gist.github.com/aurelijusb/50eb18b3f84eb10bfe549acc77525427#file-ping-to-slack-php

If not
enough... cURL

Guzzle

spatie/crawler



If not
enough... cURL

Guzzle

spatie/crawler

JavaScript



File_get _contents for
il simple status page



Headless Chrome for
CHROME

JavaScript



Headless mode c B

Headless mode allows running Chromium in a headless/server environment. Expected use cases
include loading web pages, extracting metadata (e.g., the DOM) and generating bitmaps from
page contents -- using all the modern web platform features provided by Chromium and Blink. To
use headless, start Chrome with a command line flag: $ chrome —-headless --remote-debugging-
port=9222 https://chromium.org

Chromium status Consensus & standardization

Behind a flag @ 2 @ T
6 Chrome desktop 59

No public standards discussion

0 Opera desktop 46

) & opera for Android 46

Launch bug #705916

Owner(s) skyostil@chromium.org

https://www.chromestatus.com/feature/5678767817097216


https://www.chromestatus.com/feature/5678767817097216
https://www.chromestatus.com/feature/5678767817097216

CLI to enable headless

hell:~$

chromium-browser ——headless

—-—remote—-debugging-port=9222
http://vilniusphp.lt




CLI to enable headless

linux-shell:~$

chromium-browser ——headless

—-—remote—-debugging-port=9222
http://vilniusphp.lt

chromium-browser --headless --dump-dom http://vilniusphp.lt

chromium-browser --headless --screenshot http://vilniusphp.lIt

google-chrome-beta --headless --disable-gpu --print-to-pdf http://vilniusphp.It



[ Headless remote d: % & 404 Not Found

i

~ C | ® 127.0.0.1:9222 — C | & Secure | https://chrome-devtools-frontend.appspot.com/se

Inspectable WebContents

VilniusPHP.It - Vilniaus PHP bendruomené 404 NOt Fnund

The resource could not be found.

Known issues



M Headless remote d: x & 404 Not Found x

S A © 12/.0.0.1:022 < (C | @ Secure | https://chrome-devtools-frontend.appspot.com

404 Not Found

The resource could not be found.

Inspectable WebContents

VilniusPHP.It - Vilniaus PHP bendruomené

Known issues

:~% curl 127.0.0.1:9222/js0on

£
"description”: "",
"devtoolsFrontendUrl": "/devtools/inspector.html?ws=127.0.0.1:9222/devtools/page/0e60ed91-d22b-4d69-9fd8-c816dc84818F",

[ Developer Tools - | x
G C |® 127.0.0.1

[w Elements Console Sources MNetwork Performance Memory  Application  Security  Audif

html lang="1t
«=fhead

lass="navbar navbar-material-grey-800"=.=/div

lass="main-event">..=/div

lass="content centered row"=.=/div
ss="footer btn-material-grey-800"=-.</div




[ Headless remote « & 404 Not Found x

< i © 127.0.0.1:02 < (C | @ Secure | https://chrome-devtools-frontend.appspot.com
Inspectable WebContents

VilniusPHP.It - Vilniaus PHP bendruomené 404 NOt Found

The resource could not be found.

Known issues

:~% curl 127.0.0.1:9222/js0on

£
"description”: "",
"devtoolsFrontendUrl": "/devtools/inspector.html?ws=127.0.6.1:9222/devtools/page/0e60ed91-d22b-4d69-9FdB-cB816dc84818T",

© Developer Tools - x

[ Developer Tools - | x

< C | @ Secure | hitps:/chrome-devtools-frontend.appspot.com 2 6 Q| i
< C | ® 127.001 e ¢ A s C'| vilniusphp.tt/ (% (] | Elements Console Sources Network Performance Memory Application Security Audits o119 i

Styles Computed Event Listeners
N ; - htnl lang="1t
[w Elements Console Sources MNetwork Performance Memory  Application  Security  Audif ﬁ:ﬁ el .. B B » <head Filte hov .cls
. -/div: 7
= 3 Jaiv sody
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Dockerization tips

e Alpine (for smaII |mage size) — needs hacking

" # chromium-browser --headl Tniusphp. 1t
[GbGl /104802, & sdns i ice six.cc(326 aile 3 onfig.
[0601/104802, 6573 GT EFPUP devtao]a http ler. 93] Error writing DevTools active port to file

[0601,/104 FATAL:udev_loader.cc(38)1] - iled: false.
[0601 /1 .68 ERROR:gl_implementation.cc( aile Lo /1ib/chromium/1ibos : Error loading shared library susr/libschromium/libosmesa.so: Mo such file or directory
[0601 /104802 32:ERROR: broker_posix.cc(41)] Invalid node channel e

e Ubuntu — works, but needs proxy for debug port outside docker

FROM ubuntu:latest

RUN apt-get update \

&& apt-get install -y chromium-browser haproxy \
&& rm -rf /var/lib/apt/lists/*

EXPOSE 9222

Run script and HAProxy configuration not included in this example



"HTTP_USER_AGENT": "Mozilla/5.0 (X11; Linux x86_64)
AppleWebKit/537.36 (KHTML, like Gecko) Ubuntu Chromium/58.0.3029.110
Chrome/58.0.3029.110 Safari/537.36"

Simulating real user

"HTTP_USER_AGENT": "Mozilla/5.0 (X11; Linux x86_64)
AppleWebKit/537.36 (KHTML, like Gecko) Ubuntu Chromium/58.0.3029.110
HeadlessChrome/58.0.3029.110 Safari/537.36"




Network.setUserAgentOverride({'userAgent': ‘Mozilla/5.0 ... Chrome ..."});

N8 O¢
\@d('

Simulating real user

"HTTP_X_DEVTOOLS_REQUEST_ID": "15158.2",
"HTTP_USER_AGENT": "Mozilla/5.0 (X11; Linux x86_64)
AppleWebKit/537.36 (KHTML, like Gecko) Ubuntu Chromium/58.0.3029.110
Chrome/58.0.3029.110 Safari/537.36",




1inux-she11:~s CUrl 127.0.0.1 :9222/j$0n

[{

| "webSocketDebuggerUrl": "ws://127.0.0.1:9222/devtools/...."
1

From PHP - WebSockets

$conn->send(json_encode(['id’ => 1, 'method’ => 'Network.enable'));
$conn->send(json_encode(['id’' => 2, 'method’ => 'Page.navigate’, 'params’
=> ['url’ => "http:/Ivilniusphp.It']]));



https://gist.github.com/aurelijusb/50eb18b3f84eb10bfe549acc77525427#file-ping-to-slack-php

Great potential

Automate creation of Facebook events

Diagram on e-malil: Many JS libraries, need PNG

Embed Youtube audio/video: Open new tab for Dashboard
Screencasting — Visual manipulation for AdBock



Great potential, but needs
CHROME F

hacking



DOCKER Edge cases for Ul testing



> docker run -it ubuntu bash
root@b0dddbcc806:/# apt-get update

root@ob0ddd5cc806:/# apt-get install xvfb
rﬂﬂt@ﬁﬁﬂdddﬁccﬂﬂﬁ:f# Xvfb :1 -screen @ 1024x768x16 &> xvfb.log &

xvfb to simulate monitor

— L And then usual workflow:
Firefox + Selenium...

X client X client
(browser) {xterm)



https://linuxmeerkat.wordpress.com/2014/10/17/running-a-gui-application-in-a-docker-container/
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xdotool mousemove 30 20 click 1

xdotool mousemove 300 20 click 1

xdotool mousemove 300 50 click 1

xdotool key --repeat=20 BackSpace

xdotool key vilniusphpperiod |t

xdotool key Return

Well, this is embarrassing.

Susitikima remia

a Oberlo




Benefit of docker

Isolated environment: run it in parallel

docker "testCase=a" myDockerContailner
docker "testCase=b" myDockerContainer
docker "testCase=c" myDockerContainer
docker "testCase=d" myDockerContailner
docker "testCase=e" myDockerContainer
docker "testCase=f" myDockerContainer
docker "testCase=g" myDockerContainer




DOCKER Selenium + xvfb +

xdotool + x11vnc



Headless browsers
are redefining,
what is and what can
frontend / backend



Do not
Kill content supplier

Crawl with morality



Questions?
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